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FOREWORD

The South Australian Government is 
committed to supporting all South Australians 
to age well and including older persons in 
decisions that affect them. We also recognise 
that older people have the right to live with 
dignity, security, autonomy, self-determination 
and freedom from exploitation and abuse. 

Technology is a rapidly changing landscape, 
and the use of surveillance and monitoring 
technology to improve the care and safety 
of older people, including those residing in 
residential aged care facilities, has been a 
topic of considerable interest across the South 
Australian community. In its final report, the 
Royal Commission into Aged Care Safety and 
Quality also recognised the value of assistive 
and smart technologies in supporting the care 
and functional needs of older people; helping 
to promote safety and contribute to improving 
quality of life.  

Such technology can serve a range of 
purposes, from supporting independence 
through assistance with daily living activities, 
to safeguarding aged care residents 
from abuse or mistreatment. The type of 
surveillance and monitoring technology to be 
implemented will, of course, depend on the 
purpose to be served.

Installing closed-circuit television (CCTV) in 
residential aged care facilities as a means of 
safeguarding residents has gained significant 
media attention in recent times. However, the 
use of such technology, particularly in private 
spaces such as bedrooms, raises significant 
questions around consent, privacy and dignity. 
In addition to CCTV, there is a variety of other 

surveillance and monitoring technologies 
that could be considered for use in aged care 
settings, each one with its own pros and cons. 

To enable this topic to be considered more 
broadly, I would like to announce a community 
consultation to explore a range of surveillance 
and monitoring technologies and to gauge 
community views on the social, ethical and 
policy implications of their use in an aged care 
setting. This discussion paper will complement 
a face-to-face consultation to further 
understand the views of the community and 
aged care sector on the role technology may 
play for older South Australians in aged care.  

I look forward to hearing your views on this 
important issue.

Hon. Chris Picton 
Minister for Health and Wellbeing 
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Older people have the right to live with 
dignity, security, autonomy, self-determination 
and freedom from exploitation and abuse. The 
use of surveillance and monitoring technology 
is increasingly part of ‘normal’ daily living 
for many older South Australians. It has the 
potential to make the experience of ageing 
more positive by increasing independence, 
providing comfort to family members that their 
loved one is safe, and adding additional “eyes 
and ears” to assist care providers provide high 
quality and responsive care.

Examples of the types of surveillance and 
monitoring technologies that may be relevant 
in an aged care setting may include:

 > cameras recording visual and audio 
footage of movement

 > a wearable device such as a Smart Watch 
that records falls, vital signs, GPS tracking

 > sensor mats on the bed and floor that alarm 
when a person falls 

 > Smartphone Apps
 > Artificial Intelligence (AI) that detects falls 

and calls for help.

Whilst these technologies can support 
independence, informed choice and control 
over daily living, their use must be balanced 
with rights such as privacy and dignity. As 
with all things, there are compromises to be 
made and, as individuals and a community, 
it is important to think about how we feel 
about the various surveillance and monitoring 

technologies available: Do they support 
independence and care, or is there a point 
at which they become invasive if placed in 
private living areas such as a bedroom? How 
would you feel about a monitor that checks 
your vital signs or having a camera monitoring 
you? Is some technology OK in some places 
but not in others? 

Technology can have significant potential 
benefits for quality of life if people:

• are well informed about what it can 
and cannot do, and how it should be 
used, and 

• can exert both choice and control  
in its use.2  

BACKGROUND
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CONTEXT

South Australia has the highest proportion of 
older people on mainland Australia with more 
than 305,000 people aged over 65, which is 
18 per cent of the total population.3

Whilst the majority of South Australian over-
65’s (95 per cent) live in their own homes, 
currently 21,424 people live in approximately 
272 residential aged care facilities across the 
state. A further 79,935 are receiving some 
level of aged care services to support them 
to live independently at home. People 80 
years and over are more likely to require                
aged care services and, of these, there 
are greater numbers of women than men 
accessing services.4  

The Australian Government is responsible for 
funding and regulating aged care services, 
including residential aged care, to eligible 
Australians. The Aged Care Quality and Safety 
Commission is responsible for assessing and 
monitoring the quality of care and services 
against the Aged Care Quality Standards.

In 2018, a Royal Commission into Aged 
Care Quality and Safety was convened in 
response to concerns about the safety of 
older people and the quality of their care. 
The Royal Commission’s final report was 
tabled on 1 March 2021, and included a range 
of recommendations. Importantly, these 
recommendations were underpinned by a 
rights-based approach to the provision of 
aged care services.

This discussion paper explores a variety of 
surveillance and monitoring technologies that 
may support the care of residents living in 
residential aged care facilities. It particularly 
focuses on the use of CCTV or audio-
visual surveillance and monitoring, but also 
proposes a range of alternatives that may be 
considered. It is acknowledged that the list 
of technologies discussed in this paper is not 
exhaustive and new technologies continue  
to evolve.
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Footage captured by covert filming devices 
placed in residential aged care facilities, 
exposing poor quality of care and malpractice, 
has received significant media coverage in 
recent years and led to a growing interest 
in the use of audio-visual surveillance and 
monitoring to safeguard aged care residents. 
As mentioned previously, the use of this 
technology, particularly in private spaces such 
as bedrooms, also raises significant questions 
around privacy, dignity and consent.

Whilst the use of CCTV is not commonplace in 
resident bedrooms and other private spaces, 
a number of residential aged care facilities 
have implemented the technology in common 
and public areas for a range of reasons and 
purposes.

In South Australia, the use of surveillance 
devices is governed by the Surveillance 
Devices Act 2016 (SA). The Act regulates 
the use of listening devices, optical 
surveillance devices, tracking devices 
and data surveillance devices without an 
individual’s consent and knowledge in South 
Australia. While there are some exceptions, 
it is generally prohibited to do the following 
actions:

 > Install or use a listening device that 
overhears, monitors, or audio records a 
private conversation without the consent of 
all the principal parties [s 4];

 > Install or use an optical surveillance device 
on a premises (or vehicle) that visually 
records or observes a private activity 
without the consent of all the principal 
parties [s 5];

 > Install or use a tracking device that 
determines the geographical location of a 
person without their consent [s 7].

Consent can be either implied or expressly 
given for the surveillance device to be used. 
For example, where there are signs in public 
places alerting people to CCTV, by remaining 
in such a place a person gives implied 
consent. 

CCTV Combined With  
Artificial Intelligence (AI)
AI now forms part of everyday technologies 
designed to make life easier, or healthier, 
and increasingly is a key component of 
technologies supporting the provision 
of health and aged care. AI’s ability to 
automatically analyse huge amounts of data  
is seeing it play a growing role in analysing 
the huge volumes of digital data generated  
across industry sectors, including health  
and aged care.

One of the criticisms of using CCTV in more 
private spaces is the invasion of residents’ 
privacy by requiring people to monitor or 
review the footage. One solution to this issue 
is to combine CCTV with AI, which can take 
the place of human monitoring by capturing 
normal patterns of behaviour and then 
triggering alerts for anything occurring outside 
of that initial measurement of normality. This 
has uses for both surveillance that is designed 
to detect danger for an individual, as well as 
to monitor for health and wellbeing purposes. 

CCTV IN  
AGED CARE

http://www.legislation.sa.gov.au/LZ/C/A/SURVEILLANCE DEVICES ACT 2016.aspx
http://www.legislation.sa.gov.au/LZ/C/A/SURVEILLANCE DEVICES ACT 2016.aspx
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SA Health CCTV Pilot Project
To further explore the acceptability and 
viability of using audio-visual surveillance and 
monitoring in residential care settings, SA 
Health recently undertook an Australian-first 
pilot of this technology in two government-
run facilities, Northgate House Older Persons 
Mental Health Service and Mt Pleasant Aged 
Care. During the 12-month pilot, CCTV and 
sound recording devices were operational in 
common areas across the two sites, as well 
as bedrooms of residents who consented to 
having them activated. In this pilot, explicit 
consent to having the bedroom recording 
devices activated was provided by the 
residents themselves or their legal guardian or 
substitute decision-maker. Where no consent 
was provided, the recording devices were 
not turned on in that resident’s bedroom. 
There were no recording devices placed 
in bathrooms. Consent to being recorded 
in common areas of the facility was implied 
through signage placed at the entrances. 

The system used for the pilot was CCTV 
and sound recording, combined with AI, to 
detect pre-determined ‘trigger events’ such 

as a fall, or a call for help, act of violence 
(e.g. a swift movement such as an attempted 
slap), which may occur in residential care 
facilities. If detected, these events triggered 
the system to bookmark the incident and 
send a plain text alert to an independent 
monitoring centre. It is important to note that 
there was nobody physically watching any 
of the footage being recorded, and footage 
without any bookmarked events was recorded 
over every two hours. Once the alert was 
sent to the monitoring centre, the centre 
immediately called the site to advise them of 
the incident. Staff at the site would then check 
on the resident in that location. Footage of the 
incident, including the minutes immediately 
before and afterwards, was securely stored 
for 60 days and able to be reviewed by 
authorised personnel, as required.

The SA Health CCTV pilot was independently 
evaluated by Pricewaterhouse Coopers, and 
a range of learnings identified. Whilst this pilot 
was only a small-scale test of one particular 
type of technology at a point in time, some 
of the questions and issues it raised can be 
considered more broadly. 
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Sensor technologies and  
remote monitoring 

OTHER SURVEILLANCE 
AND MONITORING 

TECHNOLOGIES

Whilst CCTV may be the most well-known, 
there is a range of other surveillance and 
monitoring technologies that may also be 
considered for use in aged care settings. 
When considering these technologies, it is 
important to be clear about the advantages 
and disadvantages of the different types and 
where each sits on a continuum, ranging  
from least to most intrusive, and least to  
most effective. 

As noted previously, the range of technology 
options explored in this discussion paper 
is not exhaustive, and new technologies 
continue to emerge.

The evolution of sensor-based monitoring 
designed with the safety and wellbeing of 
older people in mind offers alternatives to 
CCTV technology. Sensors are playing a 
growing role in supporting telehealth and 
telecare, and in enhancing both community 
and residential aged care.  

Sensors are usually non-intrusive and rely 
on infrared or movement detection that 
involves sensors being embedded in the 
environment (often referred to as ambient 
sensors). These can take a variety of forms 
and purposes such as to detect motion in a 
specific area, sensors on doors and cabinets 
(to measure whether doors are opened or 
closed), and even flush sensors in the toilet 
(to measure how often the toilet is being 
flushed). These systems can generate alerts 
to caregivers.5 

Sensors can also be wearable devices, 
bringing the advantage of portability and 
can be tailored to individual need and 
preference. AI-enabled sensors can collect 
information about individual patterns of 
behaviour in real time, enabling early 
intervention and prevention, as well as 
ongoing care and support.6  
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Smartphones and Apps Smart Watches and 
Health Trackers

The evolving Smartphone and availability 
of Apps that can be downloaded to a 
phone are playing a growing role in 
people’s health and wellbeing, particularly 
as monitoring and health promotion tools. 
By not originating as care-providing tools, 
they avoid the stigma associated with many 
assistive technologies, and have helped to 
normalise health monitoring. They are also 
highly accessible.7  

From a monitoring perspective, 
Smartphones include built-in sensor-based 
and other technologies (accelerometer, 
gyroscope, GPS) that can generate data 
obtained in ‘real time’. When these are 
linked to appropriately designed Apps, they 
provide feedback to the person about their 
health-related status and can also be used 
by care providers.

Smart watches and health trackers involve 
wearable monitoring technologies that can 
record physical activity and capture data 
relating to health and fitness (e.g. heart 
rate, blood sugar level, calories burned). 
They can monitor a range of physical 
functions such as blood pressure (if paired 
with a special cuff), and offer health advice 
without the stigma associated with personal 
emergency alarms (e.g. pendants) and 
without the bulkiness attached to traditional 
wearable monitoring technologies. They 
can also measure mood, stress, sleep, food 
intake and exercise.8 These are normalising, 
sensor-based technologies that can also 
provide valuable diagnostic data for health 
practitioners.9  

A review of recent research focused 
on health monitoring found that the 
Smartphone was the technology used most 
frequently to monitor the health of older 
people, mainly because its sensors and 
associated Apps can facilitate their health 
management by monitoring daily activities 
and detecting falls or frailty issues. This 
review also identified that from 2014 on, 
wearable devices such as health trackers 
(e.g. Fitbit) and Smart watches have played 
an increasingly significant role in monitoring 
the health of older adults.10
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Summary of Technology Options
The table below is designed to assist you to consider the types of available technology and 
what each can do. These technologies may be suitable in residential aged care.  

Technology Key Features
Ambient sensors These include passive infrared or motion sensors placed in an 

environment (e.g. under floors to detect motion in a specific area, 
sensors on doors, cabinets and lamps to detect usage or non-usage). 

Wearable devices Can be worn on the body and are therefore portable. Have 
become increasingly popular due to being a ‘normal’ part of life 
(e.g. Smartphones, FitBit, Apple watch). These have significant 
capacity to be tailored to individual need. Can detect falls, heart rate, 
temperature, monitor geographical movement and lock and unlock 
doors as a person approaches. 

Movement sensors Movement sensors are designed to detect movement but also a lack 
of movement (e.g. door sensors can record how long a door is open 
and when someone last walked through it, and detect if the fridge or 
window blinds have been opened).

Pressure sensors As with movement sensors, pressure sensors can be programmed to 
detect the presence of a person but also their absence. For example, 
when used under bed sheets they can alert if someone has got 
out of bed at night and hasn’t returned in a set amount of time, or if 
they haven’t got up at their usual time. Some sensors can detect if a 
person has fallen out of bed. They can also be programmed to turn 
on a bedside light if they sense that someone has got out of bed in 
the middle of the night. 

Video cameras / CCTV CCTV / video cameras can capture and record (visually or audio-
visually) an event. They can be used in formal and informal care (e.g. 
providing real-time alerts about events requiring attention). No longer 
used only for crime control, they are increasingly used in private 
residences and are part of Smart Home technologies. 

Video cameras can capture the outline of a person only, or a  
heat image of a person, or a picture that has been blurred or 
pixelated to protect individual identity while recording an event  
of possible concern.
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CCTV with Artificial 
Intelligence (AI)

A technology system that can capture and record (visually or audio-
visually) an event using artificial intelligence to detect falls, cries for 
help, violence using real time human behaviour analytics (human 
movement detection).

This means that nobody is watching what is being recorded and none 
of the footage is retained, unless a pre-defined “trigger” event (an 
incident such as a fall or call for help) occurs.

As with all types of technology, the addition of artificial intelligence 
enables them to detect events out of the normal and to monitor 
individual change over time.11

Discussion
1. Do you think surveillance and monitoring technology has a role to play in aged care?  

If so, what role? 

2. What do you think are the pros and cons of using surveillance and monitoring 
technology in an aged care setting? 

3. How would you feel about living in an environment with video surveillance such as 
CCTV implemented in: 
a) public and common areas such as dining rooms and living areas?  
b) private spaces such as bedrooms?

4. How would you feel about using alternative surveillance and monitoring technologies 
such as wearable devices or Apps to monitor the safety and wellbeing of aged  
care residents? 

5. Would you feel comfortable using alternative surveillance and monitoring technologies 
such as a wearable device or Smartphone App to track your activity? Why or why not?

6. Do you think there are risks to the user from any of these surveillance and monitoring 
technologies?  If so, what are they?
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PROTECTING RIGHTS 
AND ETHICAL  

CONSIDERATIONS

Nationally and internationally there is strong 
acknowledgement that older people have the 
right to autonomy and self-determination to 
live with dignity, security and freedom from 
exploitation and abuse. The rights-based 
focus of the work of the United Nations, 
1991 Principles for Older Persons and the 
Australian 2019 Charter of Aged Care Rights 
are both aimed at upholding the rights of 
people receiving aged care.  

When it comes to the use of surveillance and 
monitoring technology in residential aged 
care settings, and particularly more intrusive 
technology such as CCTV, there is often a 
balance to be struck between the right to 
safety, which may be enhanced through the 
use of such technology, and the rights to 

privacy and dignity, which some may view as 
being eroded. The right to self-determination, 
that is to make decisions over your life is also 
affected e.g. whether the use of cameras/
recordings is your decision or someone else’s 
is also important to consider.

An in-depth analysis of the ethical implications 
of using surveillance technologies in aged 
care settings was published by Alistair 
Niemeijer in 201512, which resulted in 
the development of a guideline outlining 
the issues and principles that should be 
considered when implementing such 
technology. This guideline is summarised in 
the table below.
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Table 1: Niemeijer’s Guideline: Issues and Principles
Issue / Principle Clarification
Safety It is important to recognise that while Surveillance Technology can 

support safety, it is safety with risks. 

Freedom Electronic surveillance seems preferable to traditional means of 
restriction but an electronic barrier, albeit not physical, is still a barrier and 
can still be a means of restricting freedom.

Autonomy Conversely, electronic monitoring can support greater freedom of movement, 
but if the individual does not make the decision to use it, or is not involved in 
the decision-making process, then their autonomy is questionable. 

Privacy Surveillance Technology can affect privacy in relation to personal space 
(spatial privacy) and regarding sensitive information, such as personal 
data. Therefore, consideration needs to be given regarding what 
happens to data collected in this way, its safe storage and the period of 
time it should be stored.

Neimeijer recommends that, in principle, video recordings be kept for a 
limited period (e.g. 1 week) unless their data pertain to an incident that 
requires investigation. Spatial privacy differs from one person to another 
and therefore requires an individualised approach.

Informed consent The principle of informed consent is an essential cornerstone of ethical 
usage of Surveillance Technology.

Technology  
visibility

Informed consent is challenged by the invisibility of many monitoring and 
surveillance technologies that operate in the background rather than in 
the overt style of many video surveillance devices. By contrast, overly 
obtrusive devices (e.g. wearable alarms or electronic bracelets) can have 
a negative impact on individual dignity because they can symbolise 
vulnerability and dependence.

The care  
relationship

Because Surveillance Technology takes over part of the surveillance 
role of the primary caregiver, its use has implications for the caregiving 
relationship. The key issue is that Surveillance Technology should 
augment rather than replace care provision.

Discussion
7. What key rights of aged care residents and care-providing staff must be acknowledged 

and respected in relation to the use of surveillance and monitoring technology?
8. Are there compromises you would be willing to make when weighing up the balance 

between privacy and safety, for example living more independently with surveillance 
and monitoring technology versus living in a higher-care environment? Or consenting to 
having CCTV implemented in your bedroom if it used AI to monitor activity rather than 
being monitored by a physical person? 
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POLICY  
CONSIDERATIONS

Efforts are occurring around Australia to develop 
policy positions to guide consumers and 
providers in the use of technology in aged care.  

During 2019 and 2020, national peak 
body Aged Care Services Australia (ACSA) 
developed a Policy Position Paper to 
guide providers in the use of surveillance 
technology. This paper endorsed the “ethical 
and lawful use of surveillance” in residential 
aged care to protect residents’ safety, 
provided it upholds their rights under the 
Charter of Aged Care Rights, and does not 
undermine the rights of staff. 

The ACSA statement acknowledges the 
complexity of a rights-based approach due 
to the need to balance the rights of different 
groups – older people (or their decision-
makers), families and care providers.13 

Policy work to guide the use of cameras 
has been undertaken through the Older 
Persons Advocacy Network (OPAN) and the 
Aged Rights Advocacy Service (ARAS), both 
drawing on UK research by Dr Malcom Fisk to 
develop principles for the use of surveillance 
technologies, namely:

 > Any reasonable level of surveillance, 
including cameras is appropriate for 
common and public areas.

 > Aged care homes should be able to 
provide or should be willing to permit 
or facilitate the use of surveillance 
technologies, including cameras within a 
resident’s room or other private area.

 > The location of surveillance technologies 
should be carefully considered. They 
should be visible or otherwise clearly 
known to be present.

 > Staff should be fully aware of their 
responsibilities in relation to surveillance 
technologies. 

 > Access to data, images, audio or video 
footage should be restricted to authorised 
persons or agencies in particular defined 
circumstances.

 > Ownership of data, images, audio or 
video footage must be discussed and 
determined.

 > Minimising intrusion is key to the use of 
surveillance in aged care.14

Discussion
9. Are there any gaps in existing policies and 

procedures that should be considered 
when looking at installing surveillance  
and monitoring technology in residential 
aged care? 

10. Is there a need for legislation to support 
and guide the ethical use of surveillance 
and monitoring technology in aged care? 

11. Beyond legislation, formal policy and 
processes, and funded programs, is there 
a role for surveillance and monitoring 
technology to prevent the abuse or 
mistreatment of aged care residents?

https://www.acsa.asn.au/ACSA/media/General/Documents/ACSA-Position-Paper_CCTV-in-residential-aged-care_Design.pdf
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PRIVACY AND  
CONSENT

Technology has the potential to offer benefits 
for quality of life provided its users: 
 > are well informed about what it can and 

cannot do, and how it should be used, and 
 > can exert both choice and control in its use. 

Further work by ACSA emphasises the 
importance of clarity about guiding principles 
in the use of surveillance technologies, 
particularly those of:
 > Privacy - this is focused on the needs of both 

residents and staff, making it essential for:
 −  clear signage to be in place, and 
 − not installing surveillance in areas where 

privacy can be expected (e.g. toilets and 
bedrooms).

 > Consent - the right to informed consent is 
addressed by developing multiple policies 
and procedures, including:

 − guidance on how consent is obtained 
and how often it should be reviewed

 − guidance on how to respond to the 
withdrawal of previously given consent 
or the refusal to provide consent

 −  the circumstances under which 
surveillance footage may need to be 
disclosed as a matter of law, and

 − the inclusion of surveillance clauses in 
residents’ agreements.

Consent to record images should be gained 
from residents or their authorised substitute 
decision-makers (and in line with State or 
Territory legislative requirements for substitute 
decision-making), from families and from staff. 
Consent requires accompanying processes, 
such as:

 > Informing families of the intention to use 
surveillance and monitoring devices, 
explaining the rationale for its use, the 
types of devices to be used and their 
locations, and

 > Communicating with staff about the 
installation of surveillance and monitoring 
devices, noting that in some states 
and territories, specific staff consent to 
surveillance in a resident’s room may be 
required even if the resident consents.15  

Discussion
12. What are the privacy issues associated 

with using surveillance and monitoring 
technology in aged care?

13. Are the privacy issues associated with 
monitoring via wearable devices as 
significant as those associated with 
monitoring via video surveillance? 

14. What role does visibility (i.e. overt vs covert 
surveillance) play in your decision-making?

15. Who should be involved in making a 
decision about the use of surveillance 
and monitoring technology in aged care, 
particularly in private spaces such as 
residents’ bedrooms? 

16. If a legal guardian or substitute decision-
maker is consenting on behalf of a 
resident, what should they consider?

17. What considerations would be important to 
you in deciding whether to provide consent 
to having a surveillance or recording device 
installed in your own bedroom? 

18. Does this change if you were considering 
this for a loved one?
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COST

It is important to highlight the cost of 
technology as it is a consideration for the 
individual and organisations when deciding 
the type of surveillance and monitoring 
technology to install and the ongoing costs 
for its use. For example, costs involve not only 
purchase price but after sales service and 
support costs, maintenance and repair costs, 
and costs associated with monitoring and 
analysing data.  

ACSA notes that the costs associated with the 
installation and monitoring of CCTV footage, 
as well as data storage costs may be large, 
and that providers need to understand the 
structure of costs by external monitoring 
services (e.g. whether costs are fixed or based 
on the number of occupied beds or whether a 
resident has consented to the monitoring).

SA legal firm O’Loughlins, recently wrote that 
the collection, storage and use of the footage 
is a very complex issue, and its management 
can bring a significant administrative burden 
(and therefore, cost) on any organisation 
undertaking surveillance.16

These additional costs would need to be 
funded however, there is no specific funding 
for surveillance and monitoring technology 
in aged care. The Australian Government 
currently funds the aged care system, and 
providers are responsible for ensuring they 
provide quality and safe care within the 
funding they receive. 

Discussion
19. Do you think cost is a barrier for using 

surveillance and monitoring technology in 
aged care? 

20. Do you have any feedback on who should 
be responsible for the cost of surveillance 
and monitoring technology? Should 
it be the user (aged care resident), an 
aged care facility, government-funded or 
someone else?
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OTHER FACTORS  
GUIDING THE USE OF 

TECHNOLOGY 

There are many factors beyond technical 
capabilities, to consider in choosing 
surveillance and monitoring technologies. 
A key consideration is the purpose of 
implementing technology (such as monitoring 
health or protecting against injury). This will 
guide the decision to implement surveillance 
and monitoring technology that will meet 
the needs of residents, care providers and 
families. In ensuring the technology is fit for 
purpose, the following qualities should be 
considered:

 > Addresses right to be safe
 > Addresses right to privacy
 > User friendliness
 > Capacity to tailor to individual need 
 > Acceptability to person being monitored 

(i.e. seen as relevant or needed)

 > Flexibility to be easily integrated into  
daily routines

 > Flexibility to be easily integrated  
into its environment (residential facility, 
private home)

 > Design that avoids stigmatising the person 
being monitored

 > Reliability
 > Capability to collect real time data that 

supports health monitoring and telecare-
based services.17

Discussion
21. Are there any other factors you 

think should be considered by those 
implementing surveillance and monitoring 
technology in aged care settings?
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CONCLUSION

The use of surveillance and monitoring 
technology to support the provision of quality 
care and enhance the safety of aged care 
residents is an evolving issue in aged care 
settings across Australia. Whilst surveillance 
and monitoring technology such as CCTV is 
now commonplace in public spaces, including 
the common and public areas of some 
Australian residential aged care facilities, 
the use of this technology in private spaces 
such as bedrooms is less used and more 
contentious.

To further explore the acceptability and 
viability of using audio-visual surveillance 
and monitoring in residential care settings, 
SA Health recently undertook a 12-month 
pilot to install this technology in bedrooms 
and common areas in two government-run 
facilities, Northgate House Older Persons 
Mental Health Service and Mt Pleasant Aged 
Care. Issues of consent, dignity and the right 
to privacy were critical components of this 
pilot, with the explicit consent of the resident 
or their legal guardian or substitute decision-
maker required before any bedroom cameras 
were turned on.  

Whilst the SA Health CCTV pilot identified 
some important learnings, it is acknowledged 
that this was a small-scale test of one 
technological solution at a point in time. 
Surveillance and monitoring technology is 
a constantly evolving space, with a range 
of alternative technologies already and 
continuing to become available. Regardless 
of the type of surveillance and monitoring 
technology being implemented, balancing 
the right to safety with the rights to self-
determination, privacy and dignity is critical.

The purpose of this discussion paper is to 
complement the pilot by considering the use 
of surveillance and monitoring technology in 
aged care settings more broadly, and seeking 
the views and attitudes of the community 
around a range of technologies and the 
key issues that need to be considered if 
implemented. 
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Office for Ageing Well wants to hear 
your views. We have included questions 
throughout this discussion paper to elicit 
thought and gather your feedback on a range 
of key issues. Specific questions are included 
in boxes at the end of each topic area, and a 
consolidated list of all questions is provided at 
the end of the discussion paper at Appendix 
1. You do not need to respond to all questions, 
and you are welcome to provide additional 
feedback about any of the issues raised.

Public consultation on the discussion paper is 
invited between Wednesday 31 August 2022 
and Sunday 16 October 2022.

You can provide your feedback: 

 > via YourSAy: 
www.yoursay.sa.gov.au/techinagedcare

 > via email to: 
officeforageingwell@sa.gov.au

 > or in writing to: 
Att: Technology in Aged Care Consultation 
Office for Ageing Well 
PO Box 196 
Rundle Mall, Adelaide, 5000 

If you are responding to a specific question 
or section, please include the reference to 
the question number or topic to help easily 
identify responses.

Please note: Your submission or its contents 
may be made publicly available. Submissions 
may be subject to Freedom of Information and 
other laws. Office for Ageing Well reserves 
the right not to publish information that could 
be seen to be defamatory or discriminatory. 
If you would like your submission to remain 
confidential, please clearly state this on the 
submission.

For further information, please contact Office 
for Ageing Well by telephoning 8204 2420 or 
emailing officeforageingwell@sa.gov.au.

HOW TO GET  
INVOLVED

www.yoursay.sa.gov.au/techinagedcare
mailto:officeforageingwell%40sa.gov.au?subject=
mailto:?subject=
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APPENDIX 1: SUMMARY OF  
CONSULTATION QUESTIONS
1. Do you think surveillance and monitoring 

technology has a role to play in aged care? If 
so, what role? 

2. What do you think are the pros and cons of 
using surveillance and monitoring technology 
in an aged care setting? 

3. How would you feel about living in an 
environment that had video surveillance such 
as CCTV implemented in: 
 a)  public and common areas such as dining  
 rooms and living areas?  
 b)  private spaces such as bedrooms?

4. How would you feel about using alternative 
surveillance and monitoring technologies 
such as wearable devices or Apps to monitor 
the safety and wellbeing of aged care 
residents? 

5. Would you feel comfortable using alternative 
surveillance and monitoring technologies 
such as a wearable device or Smartphone 
App to track your activity? Why or why not?

6. Do you think there are risks to the user 
from any of these types of surveillance and 
monitoring technologies? If so, what are they?

7. What key rights of aged care residents and 
care-providing staff must be acknowledged 
and respected in relation to the use of 
surveillance and monitoring technology?

8. Are there compromises you would be willing 
to make when weighing up the balance 
between privacy and safety, for example 
living more independently with surveillance 
and monitoring technology versus living in a 
higher-care environment? Or consenting to 
having CCTV implemented in your bedroom 
if it used AI to monitor activity rather than 
being monitored by a physical person? 

9. Are there any gaps in existing policies and 
procedures that should be considered when 
looking at installing surveillance and monitoring 
technology in residential aged care? 

10. Is there a need for legislation to support and 
guide the ethical use of surveillance and 
monitoring technology in aged care? 

11. Beyond legislation, formal policy and 
processes, and funded programs, is there 
a role for surveillance and monitoring 
technology to prevent the abuse or 
mistreatment of aged care residents?

12. What are the privacy issues associated with 
using surveillance and monitoring technology 
in aged care?

13. Are the privacy issues associated with 
monitoring via wearable devices as 
significant as those associated with 
monitoring via video surveillance? 

14. What role does visibility (i.e. overt vs covert 
surveillance) play in shaping your decision-
making?

15. Who should be involved in making a decision 
about the use of surveillance and monitoring 
technology in aged care, particularly in 
private spaces such as residents’ bedroom? 

16. If a legal guardian or substitute decision-
maker is consenting on behalf of a resident, 
what should they consider?

17. What considerations would be important 
to you in making a decision about whether 
to provide consent to having a surveillance 
or recording device installed in your own 
bedroom? For example, the use of AI to 
detect incidents vs a person physically 
watching the footage? Who is permitted to 
review the footage following an incident 
occurring? Where the recording devices are 
placed? 

18. Does this change if you were considering this 
for a loved one?

19. Do you think cost is a barrier for using 
surveillance and monitoring technology in 
aged care? 

20. Do you have any feedback on who should be 
responsible for the cost of surveillance and 
monitoring technology? Should it be the user 
(aged care resident), an aged care facility, 
government funded or someone else?

21. Are there any other factors you think should 
be considered by those implementing 
surveillance and monitoring technology in 
aged care settings?
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APPENDIX 2: DEFINITIONS
AI 
Artificial Intelligence

CCTV 
Closed Circuit Television 

GPS (Global positioning system) 
A radio navigation system that can be attached to 
a wearable or smartphone that is able to provide 
location and time information to users. 

Guardian 
A person appointed as a guardian under a 
guardianship order.

CCTV Pilot/the pilot 
Trial of audio-visual surveillance at two SA Health 
sites for a period of 12 months.

Substitute Decision-Maker (SDM) 
A substitute decision-maker is appointed under 
an advance care directive given by the person 
under the Advance Care Directives Act 2013 to 
make health and lifestyle decisions. This means 
that someone “stands in the shoes” of the person 
with impaired decision-making capacity and tries 
to make the decision that the person would have 
made for themselves if they could still make that 
decision.    

Recording 
Recording of images and/or sounds by the  
CCTV equipment.  

Smartphone 
A mobile phone that performs many of the 
functions of a computer, typically having a 
touchscreen interface, internet access and 
an operating system, capable of running 
downloaded Apps (applications).

Wearable technology 
A category of electronic devices that can be 
worn as accessories or embedded in clothing 
that allows the user to monitor personal health 
data such as fitness levels, location, heart 
rate. A wearable sensor can also track sleep 
patterns, movement and speed, and basic 
human movements in all directions, such as tilt, 
inclination and orientation of the body.
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